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Reporting & Analyses DMARC : et apres ?



SOLUTION :

DMARC

UNE SOLUTION PROUVEE
QUI LIMITE LE RISQUE.

Domain-based Message Authentication, Reporting and Conformance (DMARC).
C'’est comme un controle d’identité pour votre nom de domaine.
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Enregistrement DMARC DNS TXT ® merox

BY DEVENSYS CYBERSECURITY

* Basic:
Domaine : _dmarc. <nomdedomaine>

Valeur : v=DMARC1; p=none; rua=mailto:< adresse email>;
ruf=mailto:< adresse email>;

* Complex:
Domaine : _dmarc. <nomdedomaine>

Valeur : v=DMARC1; p=none; rua=mailto:<adresse email>;
ruf=mailto:< adresse email>;
ri=86400; sp=reject;
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Rapports DMARC ® merox

* DMARC génere deux types de rapports :
e Agrégé (aggregate)
* Forensique (Forensic / Failure)
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Rapports forensiques (Forensic/Failure) ® merox
(tag ruf)

* Le nombre de rapports dépend du nombre d’e-mails envoyés
* Les rapports fournissent un apercu des messages marqués comme

suspects
* Préoccupations relatives a la protection de la vie privée
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Feedback-Type: auth-failure

User-Agent: szn-mime/2.0.41

Version: 1

Original-Rcpt-To: xxxx@seznam.cz

Source-Ip: 198.2.183.22

Authentication-Results: email.seznam.cz 1;
spf_align=fail;
dkim_align=fail

Delivery-Result: delivered\r\n\r\nReceived: from mail22.suwl3.rsgsv.net (mail22.suwl3.rsgsv.net [198.2.183.22
by email-smtpd9.ng.seznam.cz (Seznam SMTPD 1.3.106) with ESMTP;
Fri, 12 Jul 2019 10:01:20 +0200 (CEST)

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed; d=fbl.mcsv.net; s=k1;
t=1562918478; bh=z+cM1nqHlHrjpgwrd2iSbq3xmFeT/V05Z0a5X0w5TY8=;
h=Subject:From:Reply-To:To:Date:Message-ID:Feedback-ID:List-ID:

List-Unsubscribe:Content-Type:MIME-Version;

Exe m I e d e b=QhxQk+uH4sVDFSYWdTJ rdFzJc3wTQITBBlq2FDnri+hfqMAMHaAfGVHytqUcnWL3x
H6X0zZZkwp6KJc2vsm/cH1X1s10xaPWHG3i0K@aM5kv7B] fBX2PRAfzPR4eaBvakZi
02acfXIPaCZ+GeBNxaz5JKDTuteM/xavDjcbObXs=

ra o rt DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed; d=mailchimpapp.net;

p p s=k1l; t=1562918478; i=rortega=3D3Dasmusa.org@mailchimpapp.net;

bh=z+cM1ngHlHrjpgwrd2iSbq3xmFeT/V05Z0a5X0w5TY8=;

= h=Subject:From:Reply-To:To:Date:Message-ID:List-ID:List-Unsubscribe:
Fo re n s I c E c e C Content-Type:MIME-Version;
b=1JriMQtloII7ciJrNISIOixgf2oWoCfaq/x02XnLq90zxEAXR8UObgWad 1JUBwq3+
001gUsru/Vd43B+umAAnKaRLoT3JjoExWh5B84cGnr+9MkcIWf+RB4QilG8GWtEgV1
04Wlo6pcuVupqSq0iCnrcuVI2L9hEWIXfnIqSMMQ=
Received: from localhost (localhost [127.0.0.1])
by mail22.suwl3.rsgsv.net (Mailchimp) with ESMTP id 451QNZ5cXVzt6G
for <xxxx@seznam.cz>; Fri, 12 Jul 2019 08:01:18 +0000 (GMT)
x-mcpf-jobid: mc.us7_22465175.1121249.5d283e46c424e.Tull_000002
Subject: =?utf-8?7Q7?New=20from=20microTalk=20for=2007=2F11=2F20197?=
From: =?utf-8?7Q?American=20Society=20for=20Microbiology?= <rortega@asmusa.org>
Reply-To: =?utf-8?7Q?American=20Society=20for=20Microbiology?= <rortega@asmusa.org>
To: <xxxx@seznam.cz>
Date: Fri, 12 Jul 2019 08:01:17 +0000
Message-ID: <1772a0600a0b532d47343e079.0636065ea3.20190712080112.ac71646aa0.3ffee3b2@mail22.suwl3. rsgsv.net>
X-Mailer: MailChimp Mailer - *%CIDac71646aa00636065ea3%x
; i T i s i EEL

Copyright © 2020 Global Cyber Alliance




@) &35
Aggregate Reports ® merox
(rua tag)

e Rapports envoyés en format XML a I'adresse email de votre choix
(peuvent étre envoyés a plusieurs adresses)

* Le nombre et la longueur des rapports dépendent de la quantite
d’emails envoyeés

* Permet :
* Aux équipes informatiques de corriger les problemes avec les messages
valides étant « droppés » (supprimés) par la politique

* De la visibilité sur les systemes qui envoient des emails avec le nom de
domaine de I'organisation (depuis des IPs autorisées et non autorisées)
Copyright © 2020 Global Cyber Alliance 9



Exemple de
rapport

agrege

<?xml version="1.0" encoding="UTF-8" ?>
<feedback>
<report_metadata>
<org_name>google.com</org_name>
<email>noreply-dmarc-support@google.com</email>
<extra_contact_info>https://support.google.com/a/answer/2466580</extra_contact_info>
<report_id>6156901232184779430</report_id>
<date_range>
<begin>1466121600</
<end>1466207999
</date_range>
</report_meta
<policy_pubi§

<adkim>r</a

<aspf>r</aspf

<p>quarantine<

<sp>quarantine</

<pct>100</pct>
</policy_published>
<record>

<count>2</count>
<policy_evaluated>
<disposition>none
<dkim>pass</dkj

<identifiers>,
<header
</identifiers
<auth_results>
<dkim>
<domain>globalcybe
<result>pass</result>
</dkim>
<spf>
<domain>globalcyberalliance.org</domain>
<result>pass</result>
</spf>

nce.org</domain>
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Rapports Agrégés (aggregate)

Domain

globalcyberalliance.org
globalcyberalliance.org
globalcyberalliance.org
globalcyberalliance.org
globalcyberalliance.org

globalcyberalliance.org

IP

209.85.216.169

209.85.216.178

209.85.218.56

209.85.218.71

209.85.218.74

209.85.220.173

PTR

mail-qt0-
f169.google.com
mail-qt0-
f178.google.com

mail-0i0-
f56.google.com

mail-0i0-
f71.google.com

mail-0i0-
f74.google.com
mail-qk0-
f173.google.com

Country | coule * | Applied
5] 1 None
- 1 None
- 1 None
- 1 None
| 1 None
- 1 None

Copyright © 2020 Global Cyber Alliance

Override
Reason

none

none

none

nene

none

none

DMARC <

aligned
aligned
aligned
aligned
aligned

aligned

Raw ¢

pass

pass

pass

pass

pass

pass

DKIM

Domain

globalcyberalliance.org
globalcyberalliance.org
globalcyberalliance.org
globalcyberalliance.org
globalcyberalliance.org

globalcyberalliance.org

DMARC ¢

aligned
aligned
aligned
aligned
aligned

aligned

@

GLOBAL
CYBER
ALLIANCE

@ merox

BY DEVENSYS CYBERSECURITY

pass

pass

pass

pass

pass

pass

SPF
Domain

globalcyberalliance.org
globalcyberalliance.org
globalcyberalliance.org
globalcyberalliance.org
globalcyberalliance.org

globalcyberalliance.org
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GLOBAL
@), CYBER

ALLIANCE
DMARC Pass/Fail (passe/échoue) @ merox
DE : Domaine (From) | DKIM | Alignement DKIM SPF Alignement SPF DMARC
company.com Passe | Aligné : company.com Passe | Aligné : company.com Passe
company.com Passe Non-aligné : domain.com Passe | Aligné : company.com Passe
company.com Passe | Aligné : company.com Passe Non-aligné : domain.com | Passe
company.com Echoue |Non-aligné : domain.com | Echoue | Non-aligné : domain.com | Echoue
company.com Echoue | Non-aligné : domain.com Passe | Aligné : company.com Passe
company.com Passe | Aligné : company.com Echoue | Non-aligné : domain.com | Passe
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@) &2
— ALLIANC
Alignement SPF ® merox

Passe (Pass):
From: info@globalcyberalliance.org
Return-Path: <info@globalcyberalliance.org>

Received-SPF: pass (google.com: domain of info@globalcyberalliance.org designates 2607:f8b0:4864:20::d34 as
permitted sender) client-ip=2607:f8b0:4864:20::d34;

Echoue (Fail) :
From: info@globalcyberalliance.org
Return-Path: < bounce-mc.us15 71628198.660451-8bd9e9bfe7 @mail58.atl11.rsgsv.net >

Received-SPF: pass (google.com: domain of bounce-mc.us15 71628198.660451-
8bd9e9bfe7 @mail58.atll11.rsgsv.net designates 205.201.133.58 as permitted sender) client-ip=205.201.133.58;

Pour obtenir un alignment SPF “valide” (pass), le domaine From: du header doit étre identique au domaine
utilisé pour authentifier SPF (le “mail from:” de I’enveloppe ; le domaine du “return-path”).

Copyright © 2020 Global Cyber Alliance
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SPF SPF SPF GLOBAL
DMARC = pure Domaine N ‘ )’ CYBER
ALLIANCE

A - globalcyberalliance.org -
4
Alighement SPF © merox
BY DEVENSYS CYBERSECURITY
- bon globalcyberalliance.org
- bon globalcyberalliance.org
- bon globalcyberalliance.org
SPF SPF SPF - bon globalcyberalliance.org
DMARC pure Domaine N
bon globalcyberalliance.org
mail95.suw111.mcdlv.net
non
., bon .
aligné - X globalcyberalliance.org
on
non bon mai|95.SUW111.mCdIV-net globalcybera"iance.org
aligné bon
- bon globalcyberalliance.org
- bon globalcyberalliance.org
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Alignement DKIM

Passe (pass) :

Header du message (en-téte) :
De: info@globalcyberalliance.org

DKIM-Signature: v=1; a=rsa-sha256;
c=relaxed/relaxed; d=globalcyberalliance.org;
s=gca; h=mime-version:references:in-reply-
to:from:date:message-id:subject:to :cc;

Echoue (fail) :
Header du message (en-téte) :
De: info@globalcyberalliance.org

DKIM-Signature: v=1; a=rsa-sha256;
c=relaxed/relaxed; d=mail8.mcsignup.com;

s=default; h=mime-version:references:in-reply-

to:from:date:message-id:subject:to :cc;

DKIM
DMARC

non
aligné

non
aligné

non
aligné

non
aligné

non
aligné

non
aligné

DKIM
pure

bon

bon

bon

bon

bon

bon

bon

bon

bon

bon
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globalcyberalliance.org -
@ merox

BY DEVENSYS CYBERSECURITY

mail9.mcsignup.com
globalcyberalliance.org
globalcyberalliance.org
globalcyberalliance.org
mail13.mcsignup.com

mail8.mcsignup.com

gmail.mctxapp.net
mail10.mcsignup.com

gmail.mctxapp.net
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mailto:info@globalcyberalliance.org
mailto:info@globalcyberalliance.org

Ce qu’il faut chercher

Problemes de DKIM

DKIM
Domain 9 P d PTR ¢  Country & Msg Count +  Policy Applied ¢ = Override Reason ¢
DMARC ¢ | Raw ¢ Domain S
globalcyberalliance.org  74.125.82.54  mail-wm0-f54.google.com 5| 1 None none fail fail globalcyberalliance.org
. . . : Msg : ’ DKIM
Domain S P S PTR ¢  Country s ~ | Policy Applied ¢ | Override Reason ¢
i Count B DMARC 2 Raw 2 Domain
globalcyberalliance.org  209.85.213.48  mail-vk0-f48.google.com == 1 None none fail permerror  globalcyberalliance.org
Problemes DKIM et SPF
. 3 ” .| Msg _ | Policy . Override . DKIM
Domain $ P S PTR ¢  Country ¢ Count Applied ° Reason < DMARC o | Rawa s .
: ; ” fail- globalcyberalliance-
globalcyberalliance.org  64.98.36.17  forward.b.hostedemail.com i+l 1 Quarantine none unaligned pass org.20150623.gappssmtp.com

Copyright © 2020 Global Cyber Alliance
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SPF
Raw ¢
pass

Domain 5
globalcyberalliance.org
SPF
Raw ¢
pass

Domain S
globalcyberalliance.org

SPF
Raw ¢

softfail

Domain $

globalcyberalliance.org
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Potentielle usurpation

(spoofing)

From: Domain IP
globalcyberalliance.org 54.240.11.129

From: Domain IP
globalcyberalliance.org 79.19.140.127

globalcyberalliance.org 79.32.109.90

globalcyberalliance.org 79.59.82.74

From: Domain IP

globalcyberalliance.org 89.64.62.8
globalcyberalliance.org 89.79.119.222

globalcyberalliance.org 89.79.180.168

PTR

al11-129.smtp-
out.amazonses.com

PTR

Country Messages

host127-140-dynamic.19-79-

r.retail.telecomitalia.it

host90-109-dynamic.32-79-

r.retail.telecomitalia.it

host-79-59-82-

74 .business.telecomitalia.it

PTR
89-64-62-
8.dynamic.chello.pl

89-79-119-
222.dynamic.chello.pl
89-79-180-
168.dynamic.chello.pl

Country Messages

1

Country Messages
N |

4

Policy
Applied

Reject

Policy
Applied

Reject

Reject

Reject

Policy

Applied

Reject

Reject

Reject

Override
Reason

none

Override
Reason

none

none

none

Override
Reason

none

none

none

DKIM
DMARC

fail-
unaligned

DKIM

DMARC

fail

fail

fail

DKIM
DMARC

fail

fail

fail

DKIM
Raw

pass

DKIM
Raw

none

none

none

DKIM
Raw

none

none

none

DKIM
d=

amazonses.com

DKIM
d=

none

none

none

DKIM
d

none

none

none

DKIM SPF
Selectors DMARC
fail-
unaligned
DKIM SPF SPF
Selectors DMARC Raw
fail fail
fail fail
fail fail
DKIM SPF SPF
Selectors DMARC Raw
fail fail
fail fail
fail fail

@

GLOBAL
CYBER
ALLIANCE

SPF
Domain

SPF
Raw

pass amazonses.com

SPF
Domain

globalcyberalliance.org

globalcyberalliance.org

globalcyberalliance.org

SPF
Domain

globalcyberalliance.org

globalcyberalliance.org

globalcyberalliance.org
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Potentielle usurpation
(spoofing)

Policy Override DKIM DKIM DKIM DKIM SPF SPF SPF
From: Domain IP PTR Country Messages Applied Reason DMARC Raw d= Selectors DMARC Raw Domain
globalcyberalliance.org 149.72.1.211  wrgvhkdp.outbound- S| 1 Reject none fail- pass sendgrid.net smtpapi fail- pass  sendgrid.net
mail.sendgrid.net unaligned V) unaligned
globalcyberalliance.org 149.72.29.62  wrqvkdpz.outbound- = il Reject none fail- pass sendgrid.net smtpapi  fail- pass  sendgrid.net
email.sendgrid.net unaligned V) unaligned
globalcyberalliance.org 149.72.31.62  wrqgvkfpz.outbound- S| 1 Reject none fail- pass sendgrid.net smtpapi fail- pass  sendgrid.net
mail.sendgrid.net unaligned V) unaligned
globalcyberalliance.org 149.72.33.214 wrgvnkds.outbound- S| 1 Reject none fail- pass sendgrid.net smtpapi  fail- pass  sendgrid.net
mail.sendgrid.net unaligned o unaligned
globalcyberalliance.org 149.72.34.154 wrgvnnwx.outbound- E S| 1 Reject none fail- pass sendgrid.net smtpapi fail- pass  sendgrid.net
mail.sendgrid.net unaligned V) unaligned
globalcyberalliance.org 149.72.35.27  wrqgvnpkb.outbound- S| 1 Reject none fail- pass sendgrid.net smtpapi  fail- pass  sendgrid.net
mail.sendgrid.net unaligned o unaligned
globalcyberalliance.org 149.72.37.247 wrqvnrft.outbound- S| 1 Reject none fail- pass sendgrid.net smtpapi fail- pass  sendgrid.net
email.sendgrid.net unaligned (V) unaligned
globalcyberalliance.org 149.72.38.207 wrgvnscf.outbound- S| 1 Reject none fail fail flanderscraft.be s1 @ fail none em9542.flanderscraft.be
mail.sendgrid.net
globalcyberalliance.org 149.72.60.143 wrgvpcvf.outbound- S| 1 Reject none fail- pass sendgrid.net smtpapi fail- pass  sendgrid.net
email.sendgrid.net unaligned o unaligned
globalcyberalliance.org 149.72.67.113 wrqgvqgptk.outbound- B il Reject none fail- pass sendgrid.net smtpapi fail- pass  sendgrid.net

mail.sendgrid.net unaligned V) unaligned
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Fournisseurs de solutions DMARC @ ALCiANCE
©® merox

A G A R I . dm Q rc iQ n ki il ol
VALITGAIL proofpoint.

TRUST YOUR EMAIL

ONDMARC ©DMARC360

ProDMARC
(O DMARCAnalyzer o pgetsouion:
$=500 - ® merox
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Possiblités/Options « Gratuites » @ ALLiANCE
@ merox

« UK National Cyber Security Centre - https://github.com/ukncsc/mail-check
* St. Louis County - https://github.com/wwalker0307/ElasticMARC
* Valimail Monitor - https://go.valimail.com/microsoft.html

e parsedmarc - https://github.com/domainaware/parsedmarc

e Convertisseurs XML vers “Humain” (adapté si le nombre de rapports recus est petit)
* Dmarcian - XML Uploader

* Analyseurs DMARC (fonctionnalités/capacités limitées)
e Postmark - https://dmarc.postmarkapp.com/
e MXTOOLBOX - https://mxtoolbox.com/dmarcsetup

e Outils tiers
* LinkedIn LaFayette - https://github.com/linkedin/lafayette/
* Parser DMARC SendGrid - https://github.com/thinkingserious/sendgrid-python-dmarc-parser
* DMARC Report Processor de YAHOO - https://github.com/prbinu/dmarc-report-processor

e Des ressources supplémentaires sont disponibles sur la page DMARC.org "Code and Libraries"

Copyright © 2020 Global Cyber Alliance 20
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“Vérification
des

destinations
externes”

( GLOBAL
J))) CYBER
ALLIANCE

® merox

Par défaut, vous ne pouvez pas envoyer de
rapports a des domaines externes

Pour envoyer vers des domaines externes, le
destinataire doit ajouter les éléments suivants
dans ses DNS :

Domaine : <reporting domain>._report. dmarc
Valeur : “v=DMARC1;”

e Exemple:
« gotdmarc.com. report._dmarc.gotdmarc.org

Copyright © 2020 Global Cyber Alliance 21



Rapports DMARC et RGPD (GDPR) ® merox

e Rapports forensique — attention a la protection de la vie privée
* Les rapports d’échec doivent étre « censurés » (redacted)

* Rapports envoyés uniquement aux adresses e-mail définies dans

la stratégie DMIARC
* Fournit une visibilité sur tous les services qui envoient des emails

en votre nom

Copyright © 2020 Global Cyber Alliance 22



Et apres ?

* Analyser les rapports
» Ajuster le SPF et le DKIM au besoin

« Passer a Quarantine/Reject (quarantaine/rejeter)
« Continuer a analyser les rapports
» Ajuster le SPF et le DKIM au besoin lorsque de
nouveaux services de messagerie sont ajoutés

Copyright © 2020 Global Cyber Alliance

GLOBAL
( J)) CYBER
ALLIANC

E

23



GLOBAL
( J)) CYBER
ALLIANCE

Ressources aditionnelles © merox

* DMARC.org (http://www.dmarc.org) - Trés bonne source
d’informations sur le DMARC

* GCA DMARC - https://dmarc.globalcyberalliance.org

* Forum - https://community.globalcyberalliance.org

* Ressources du Bootcamp :
https://dmarc.globalcyberalliance.org/dmarc-bootcamp/
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Questions / Réponses
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Merci !
Shehzad Mirza Traduction FR : Leo Gonzales
Directeur des Operations CEO Devensys / Merox.io
smirza@globalcyberalliance.org Partenaire GCA
gca-dmarc@globalcyberalliance.org leo.gonzales@devensys.com
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